To enable TLS 1.2 protocols on web browsers, see the list below.
Microsoft Internet Explorer

1. Open Internet Explorer
2. From the menu bar, click Tools (alt t) or click (alt x or the gear icon in the
upper right corner) > Internet Options > Advanced tab
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3. Scroll down to Security category, manually check the option box for Use TLS
1.2
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Internet Options ? 2

| General | Security I Privacy I Content | Connections | Programs | Advanced |_

Settings

Enable Integrated Windows Authentication™ -
Enable native XMLHTTP support
Enable SmartScreen Filter
[] Enable Strict P3P validation™®
Send Do Mot Track requests to sites you wisit in Internet E
O] usessL 2o
Use 55L 3.0
I Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
L Warn about certificate address mismatch™
[] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
conditian.

You should only use this if your browser is in an unusable state,

ﬁ Some sethings are managed by your system administrator,

QK ] [ Cancel Apply




4. Click OK
5. Close your browser and restart Internet Explorer

Google Chrome

1. Open Google Chrome
2. Click Alt F and select Settings
3. Scroll down and select Advanced at the bottom of the page

Advanced -

4. Scroll down to the System section and click on Open proxy settings
System

Continue running background apps when Google Chrome is closed
Use hardware acceleration when available

Open proxy settings

5. Select the Advanced tab
6. Scroll down to Security category, manually check the option box for Use TLS
1.2
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| General | Security | Privacy I Content | Connections | Programs | Advanced [

Settings

Enable Integrated Windows Authentication™ -
Enable native XMLHTTP suppart

Enable SmartScreen Filter

[] Enable Strict P3P validation®

Send Do Mot Track requests to sites you visit in Internet E
] uge ssL 2.0

Use S5L 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™ s
[T] warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl—

-
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default
condition.

‘fou should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator,

[ OK J [ Cancel Apply

7. Click OK
8. Close your browser and restart Google Chrome

Mozilla Firefox

1. Open Firefox

2. In the address bar, type about:config and press Enter

3. In the Search field, enter tls. Find and double-click the entry
for security.tls.version.min



4. Set the integer value to 3 to force protocol of TLS 1.3

A ¢ UL sbouteonfig o no =
) Public Pertai - Test vis
Seagch | 2 1l x
]
detautt mteger 10000
defaut integer [
default boolesn
defautt rhegel »
detault boolean noe
default Boclesn o
detaunt aring
defau wnge 3
efault e 3
mifid it 3
servicw e g y defauh ook ™ ™
serviteiame ek e seeurty Al ersion min default bonles [~
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Click OK
Close your browser and restart Mozilla Firefox
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Apple Safari

There are no options for enabling SSL protocols. If you are using Safari version 7 or
greater, TLS 1.1 and TLS 1.2 are automatically enabled.



